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Executive summary
The course "Auditor / Lead Auditor – Supply Chain Security Management System (ISO 28000)" offers

specialized training on auditing supply chain security management systems according to ISO 28000. It

covers the principles and requirements of the management system, audit methodologies aligned with ISO

19011:2018, and focuses on risk prevention and management such as sabotage, document fraud, and

unauthorized access risks. Participants will develop competencies to plan, conduct, and report first,

second, and third-party audits, emphasizing the effectiveness evaluation of security processes and KPI

monitoring for continual improvement. The training includes practical case studies and simulations

reflecting real-world scenarios involving ports, bonded warehouses, freight forwarders, and security

service providers. This course is suitable for security professionals, internal auditors, consultants, and

quality managers involved in supply chain security oversight and certification.

Certification process
• Registration or login to the Academy platform.

• Completion of the final course examination only. Any training or preparation may be completed

externally or through other channels.

• The test questions refer to the objectives, skills and topics described in this technical sheet.

• Assessment of the result, possible validation and certificate issuance according to the rules applicable

to the course.

Important note
On Academy, candidates take only the final course examination. Any training or preparation activity may

be delivered externally or through other channels. The test questions refer to the topics described in

this technical sheet and in the course syllabus summary.

Syllabus summary
ISO 28000 (Security management systems for the supply chain – Requirements) + ISO 19011:2018

(guidelines for auditing management systems) + ISO/IEC 17021-1:2015 (requirements for bodies providing

audit and certification of management systems, for 2nd/3rd party audits)

Learning Objectives
• Understand ISO 28000 requirements and principles for supply chain security

• Apply auditing guidelines per ISO 19011:2018

• Plan and conduct first, second, and third-party audits within supply chain contexts

Certification Bodies Management systems
IFZA Business Park - Building A2 - Nadd Hessa - Dubai Silicon Oasis
United Arab Emirates
Phone: +971 502475030
Email: info@certificatoiwz.org
VAT/Tax ID: 104216397000003
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Skills Acquired
• Risk analysis specific to supply chains

• Verification of security controls and KPI monitoring

• Effective audit reporting and improvement proposals

Target Audience
• Internal auditors and lead auditors

• Security and quality managers

• Consultants specializing in supply chain security

Prerequisites
• Basic knowledge of ISO management standards

• Experience in auditing or logistics security processes recommended

Course Content
• Introduction to ISO 28000 and supply chain security context

• Audit methodologies in line with ISO 19011:2018

• Threat and vulnerability analysis in supply chains

• Case studies and practical simulations

• Reporting techniques and follow-up actions

Teaching Methodology
Lectures combined with practical exercises based on real scenarios and knowledge checks

Evaluation Method
Final test with a passing score of 70%

Duration
60 minutes

Certification
Certificate of completion awarded

Expected Outcomes
Participants will be able to conduct effective ISO 28000 audits, identifying nonconformities and

improvement opportunities in supply chain security.
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