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Executive summary
The "ISO/IEC 27001:2022 Auditor/Lead Auditor" course is designed to train professionals capable of

conducting effective audits of Information Security Management Systems (ISMS) according to the

international standard ISO/IEC 27001:2022. Participants will develop technical skills in applying auditing

principles, identifying nonconformities, and assessing risks related to information security. The program

also covers the guidelines of ISO 19011 and the requirements of ISO/IEC 17021-1 to ensure compliant and

recognized audits. Through practical exercises, case studies, and simulations, candidates learn to plan,

conduct, and report audits professionally and rigorously. The course targets cybersecurity

professionals, consultants, internal and external auditors, and system managers aiming to become

qualified auditors or lead auditors. Upon completion, participants will be able to evaluate the effectiveness

of security measures, develop risk-based audit plans, and support organizations in maintaining compliance

with international standards. The comprehensive training lasts 260 minutes and includes a final learning

assessment with a multiple-choice test, requiring a minimum pass rate of 70%.

Certification process
• Registration or login to the Academy platform.

• Completion of the final course examination only. Any training or preparation may be completed

externally or through other channels.

• The test questions refer to the objectives, skills and topics described in this technical sheet.

• Assessment of the result, possible validation and certificate issuance according to the rules applicable

to the course.

Important note
On Academy, candidates take only the final course examination. Any training or preparation activity may

be delivered externally or through other channels. The test questions refer to the topics described in

this technical sheet and in the course syllabus summary.

Syllabus summary
ISO/IEC 27001:2022; ISO 19011; ISO/IEC 17021-1

Learning Objectives
• Train auditors competent in conducting audits according to ISO/IEC 27001:2022

• Apply auditing guidelines and methodologies compliant with ISO 19011 and ISO/IEC 17021-1

• Identify and classify nonconformities
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• Develop skills for assessing information security risks

Skills Acquired
• Planning and conducting internal and external audits

• Writing clear and detailed audit reports

• Using risk-based audit techniques and tools

• Effectively managing stakeholder communications

Target Audience
• Cybersecurity professionals

• Consultants and internal/external auditors

• Information Security Management System Managers

• Individuals aiming to become certified ISO 27001 auditors or lead auditors

Prerequisites
• Basic knowledge of information security

• Familiarity with Information Security Management Systems recommended

Program
• Introduction to ISO/IEC 27001:2022

• Fundamental auditing principles according to ISO 19011

• Audit requirements under ISO/IEC 17021-1

• Planning, conducting and follow-up of audits

• Identifying and managing nonconformities

• Practical exercises and case studies

Teaching Methodology
• Lectures supported by audiovisual materials

• Simulations and role plays

• Analysis of real case studies

• Guided discussions and exchange

Assessment Method
• Final multiple-choice test (passing score 70%)

Duration
• 260 minutes
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Certification
• Certificate of attendance with passed exam result

Expected Outcomes
• Ability to perform ISMS audits compliant with ISO/IEC 27001:2022

• Skill in identifying areas for improvement in cybersecurity

• Competence in managing and communicating audit results
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