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1. Course identity, purpose and scope

The "ISO/IEC 27001:2022 Auditor/Lead Auditor" course is designed to train professionals capable of

conducting effective audits of Information Security Management Systems (ISMS) according to the

international standard ISO/IEC 27001:2022.

This extended technical dossier describes the pathway as published in CIWZ Academy on the issue date. It

consolidates purpose, references, learning architecture, module contents, assessment system, passing criteria

and certificate conditions. It does not replace the official texts of the standards, laws, guidelines or schemes

referenced.

2. Normative, regulatory and technical references

ISO/IEC 27001:2022; ISO 19011; ISO/IEC 17021-1

References are used as the learning and assessment framework within the limits of published content and available

sources. For professional application, the official and current versions of the referenced documents always prevail.

3. Learning architecture and assessment system

• 9 structured learning modules

• minimum tracked time: 450 min

• intermediate-check bank: 372 questions

• active final-exam bank: 440 questions

• final exam: 30 questions selected from the bank

• passing threshold: 70%

• Access to the pathway through the personal Academy profile or a corporate assignment.

• Sequential study of the modules, with server-side recording of progress and required minimum time.
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• Intermediate checks linked to modules to verify understanding, application capability and quality of reasoning.

• Final exam unlock only after the pathway requirements have been completed.

• Protected final exam assembled by the platform through selection from the active course question bank.

• Recording of the result and, where applicable, the option to request the final certificate.

4. Official catalogue technical information

Learning Objectives

• Train auditors competent in conducting audits according to ISO/IEC 27001:2022

• Apply auditing guidelines and methodologies compliant with ISO 19011 and ISO/IEC 17021-1

• Identify and classify nonconformities

• Develop skills for assessing information security risks

Skills Acquired

• Planning and conducting internal and external audits

• Writing clear and detailed audit reports

• Using risk-based audit techniques and tools

• Effectively managing stakeholder communications

Target Audience

• Cybersecurity professionals

• Consultants and internal/external auditors

• Information Security Management System Managers

• Individuals aiming to become certified ISO 27001 auditors or lead auditors

Prerequisites

• Basic knowledge of information security

• Familiarity with Information Security Management Systems recommended

Program

• Introduction to ISO/IEC 27001:2022

• Fundamental auditing principles according to ISO 19011

• Audit requirements under ISO/IEC 17021-1

• Planning, conducting and follow-up of audits

• Identifying and managing nonconformities

• Practical exercises and case studies

Teaching Methodology

• Lectures supported by audiovisual materials
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• Simulations and role plays

• Analysis of real case studies

• Guided discussions and exchange

Assessment Method

• Final multiple-choice test (passing score 70%)

Duration

• 260 minutes

Certification

• Certificate of attendance with passed exam result

Expected Outcomes

• Ability to perform ISMS audits compliant with ISO/IEC 27001:2022

• Skill in identifying areas for improvement in cybersecurity

• Competence in managing and communicating audit results

5. Detailed course syllabus

The following syllabus is derived from the active modules published on the platform. Each module shows its

minimum study time and the size of its available intermediate-check bank.

01 ISMS foundations, context and scope

Minimum time: 35 min  |  Intermediate questions: 50

02 Leadership, policy, objectives and risk management

Minimum time: 50 min  |  Intermediate questions: 50

03 Support, competence, awareness and documented information

Minimum time: 40 min  |  Intermediate questions: 50

04 Risk treatment, SoA and Annex A controls

Minimum time: 60 min  |  Intermediate questions: 50

05 Performance evaluation, internal audit and management review

Minimum time: 50 min  |  Intermediate questions: 50
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06 Nonconformities, incidents, corrective action and improvement

Minimum time: 40 min  |  Intermediate questions: 50

07 ISMS operation: risk assessment and treatment in practice

Minimum time: 50 min  |  Intermediate questions: 24

08 Statement of Applicability and governance of Annex A controls

Minimum time: 60 min  |  Intermediate questions: 24

09 Integration, audit readiness and continual ISMS improvement

Minimum time: 65 min  |  Intermediate questions: 24
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6. Developed module-by-module contents

The following pages analytically describe the content actually associated with each platform module. The

structure is designed so that learners, companies, HR, Quality, HSE or CISO functions can understand precisely

what is studied and assessed.
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MODULE 01

ISMS foundations, context and scope

• Minimum required time: 35 min

• Available intermediate-check bank: 50 questions

1. Orientation and learning outcomes

The ISMS is a management system governing information security through context, accountability, processes, risk,

controls, measurement and improvement. Scope should reflect real interfaces and dependencies.

This chapter is designed to move from understanding the principle to recognizing evidence, making decisions and

evaluating effectiveness. The guiding theme is “context, scope and dependencies”. Memorizing definitions is not

enough: you should be able to connect requirement, process, risk, accountability and result.

• Explain the topic in your own words without reducing it to documentation.

• Identify the process or organizational decision affected by the topic.

• Distinguish implementation evidence from effectiveness evidence.

• Recognize when a favourable result may hide a weak control.

2. Standard framework and system connections

An effective ISMS integrates governance, context, leadership, risk management, resources, operational control,

measurement and improvement. ISO/IEC 27001:2022 requires a consistent risk assessment and treatment process

and a Statement of Applicability that makes the relationship between risks, necessary controls and implementation

status transparent.

“ISMS foundations, context and scope” does not exist in isolation. In a mature management system, decisions in this

area must align with context, policy, objectives, resources, operational control and review. Missing connections often

create merely formal conformity.

• Read the requirement in the organization’s context.

• Look for interactions with other processes and relevant interested parties.

• Identify the expected result and how it will be measured.

3. From the standard to operational process

Define context, interested parties, ISMS scope and processes, linking them to security needs and internal/external

dependencies.

A robust method starts from a real situation, defines decision criteria, assigns an owner, establishes proportionate

controls and produces usable information. The sequence should remain reconstructable months later to support

continuity, auditability and learning.

• Define the input that triggers the process and the expected output.

• Set criteria and thresholds before judging results.

• Assign responsibility and authority proportionate to risk.

• Embed controls in normal work rather than in a parallel compliance process.
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• Review effectiveness when conditions or evidence change.

4. Decisions, risks and proportionality

The topic requires a proportionate decision. Not every situation needs the same level of formalization, but every

material decision should be explainable. Consider consequences, likelihood or exposure where relevant, dependencies,

applicable requirements and the reliability of available information.

Avoid both over-control that adds no value and weak control justified only by the absence of adverse events.

Maturity means selecting an appropriate control level and reviewing it against results.

• What event or change should trigger reassessment?

• Which assumption, if wrong, would change the conclusion?

• Which control prevents the issue and which detects its effects?

• How is the residual risk or resulting performance shown to be acceptable?

5. Roles, leadership and competence

Effectiveness depends on clear accountability. Top management sets direction and priorities, process owners govern

criteria and results, people apply controls and report anomalies, and support functions provide competence and tools.

Outsourcing an activity does not automatically outsource accountability for the management system.

Competence should be demonstrated in the context of the task. Training, experience and instructions are means; the

intended result is the ability to perform correctly and respond to deviations.

• Who decides?

• Who performs?

• Who verifies?

• Who should be consulted or informed?

• Who authorizes exceptions and changes?

6. Evidence: what really demonstrates implementation

Scope map, dependencies, responsibilities, context decisions and consistency with risks and included services.

A single record is rarely enough. Strong evidence comes from triangulating documented criteria, process observation,

result data and interviews with people doing the work. Sources should be coherent; divergence is itself information

that deserves investigation.

• Sample more than one period or case for repetitive processes.

• Compare planned practice with actual practice.

• Verify effectiveness, not just control presence.

• Maintain traceability between decision, evidence and conclusion.

7. Data, indicators and weak signals

For this chapter, a useful indicator may be “risks above threshold and treatment plans”, read together with “critical

vulnerability and patching status”. A single metric can mislead: understand its definition, source, frequency, threshold,

owner and the decision expected when it deviates.

A positive trend needs interpretation. It may result from genuine improvement, a method change, reduced activity or

incomplete data. Before concluding, check comparability and use leading signals alongside final outcomes.
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• Outcome indicator: what happened?

• Leading indicator: what condition may predict a problem?

• Threshold: when is action required?

• Decision: who acts and by when?

8. Common failure modes and how to avoid them

One recurring failure mode is reducing the ISMS to technology alone. Another is confusing training with effective

awareness. These behaviours can create an orderly-looking system that cannot prevent recurrence or demonstrate

results.

Correct the approach by returning to three questions: what result is needed, what evidence demonstrates it, and

what decision will be taken if the result is unsatisfactory?

• Do not confuse documentary conformity with operational control.

• Do not use absence of problems as the only proof of effectiveness.

• Do not leave criteria implicit or dependent on one person’s memory.

• Do not close actions without later checking their effect.

9. Applied case

A critical cloud service is formally outside scope but hosts essential data and processes: the exclusion needs to be

evaluated for coherence.

Analyse the case as the process owner. Separate facts from assumptions, identify relevant requirements and

interested parties, evaluate possible consequences and define the evidence you need before choosing an action and an

effectiveness check.

• What is the real problem and what may only be a symptom?

• Which requirement or criterion is involved?

• Which people or processes must participate?

• What evidence would show that the solution remains effective?

10. Audit lens

During an audit, follow the chain requirement -> decision -> implementation -> evidence -> result. The question is not “does

the document exist?” but “does the system reliably produce the expected result and react when it does not?”.

When evidence conflicts, extend the sample and determine whether the issue is isolated or systemic. Conclusions

should be supported by verifiable evidence and clear criteria.

• Follow a recent example from start to finish.

• Use at least two independent sources for significant risk.

• Verify implementation and effectiveness.

• Distinguish an exception from a local deviation and a systemic issue.

11. Decision laboratory

Imagine that tomorrow a major condition changes: a supplier, technology, requirement, workload or responsibility. Build

a five-step response: impact, criterion, decision, evidence, review. The exercise turns the requirement into operational

capability.
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If your answer relies on “we have always done it this way”, a criterion is missing. If it relies only on a procedure,

outcome verification is missing. If it relies on one data point, robustness is missing.

• Impact: what changes?

• Criterion: what will the decision be based on?

• Action: what will be done?

• Evidence: how will implementation be demonstrated?

• Review: when and how will effectiveness be checked?

12. Summary and preparation for the check

Before taking the check, make sure you can explain the chapter without reading the slides. The questions are

scenario-based and require you to distinguish a substantive response from a merely formal one.

Key point: “ISMS foundations, context and scope” is effective when context, accountability, criteria, implementation,

evidence and results are coherent and reviewed. The system should show not only that an activity occurred, but that

it achieved its intended effect.

• Can you connect the topic to a real process?

• Can you identify at least two independent pieces of evidence?

• Can you distinguish a useful indicator from a misleading one?

• Can you choose a proportionate action in a new scenario?
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MODULE 02

Leadership, policy, objectives and risk management

• Minimum required time: 50 min

• Available intermediate-check bank: 50 questions

1. Orientation and learning outcomes

Leadership and planning should make information-security risk part of organizational decisions. The assessment

method should produce consistent and comparable results.

This chapter is designed to move from understanding the principle to recognizing evidence, making decisions and

evaluating effectiveness. The guiding theme is “leadership and accountability”. Memorizing definitions is not enough:

you should be able to connect requirement, process, risk, accountability and result.

• Explain the topic in your own words without reducing it to documentation.

• Identify the process or organizational decision affected by the topic.

• Distinguish implementation evidence from effectiveness evidence.

• Recognize when a favourable result may hide a weak control.

2. Standard framework and system connections

An effective ISMS integrates governance, context, leadership, risk management, resources, operational control,

measurement and improvement. ISO/IEC 27001:2022 requires a consistent risk assessment and treatment process

and a Statement of Applicability that makes the relationship between risks, necessary controls and implementation

status transparent.

“Leadership, policy, objectives and risk management” does not exist in isolation. In a mature management system,

decisions in this area must align with context, policy, objectives, resources, operational control and review. Missing

connections often create merely formal conformity.

• Read the requirement in the organization’s context.

• Look for interactions with other processes and relevant interested parties.

• Identify the expected result and how it will be measured.

3. From the standard to operational process

Define risk criteria, identify and analyse risks, evaluate them, select treatment, assign accountability and link

objectives to measurable results.

A robust method starts from a real situation, defines decision criteria, assigns an owner, establishes proportionate

controls and produces usable information. The sequence should remain reconstructable months later to support

continuity, auditability and learning.

• Define the input that triggers the process and the expected output.

• Set criteria and thresholds before judging results.

• Assign responsibility and authority proportionate to risk.

• Embed controls in normal work rather than in a parallel compliance process.
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• Review effectiveness when conditions or evidence change.

4. Decisions, risks and proportionality

The topic requires a proportionate decision. Not every situation needs the same level of formalization, but every

material decision should be explainable. Consider consequences, likelihood or exposure where relevant, dependencies,

applicable requirements and the reliability of available information.

Avoid both over-control that adds no value and weak control justified only by the absence of adverse events.

Maturity means selecting an appropriate control level and reviewing it against results.

• What event or change should trigger reassessment?

• Which assumption, if wrong, would change the conclusion?

• Which control prevents the issue and which detects its effects?

• How is the residual risk or resulting performance shown to be acceptable?

5. Roles, leadership and competence

Effectiveness depends on clear accountability. Top management sets direction and priorities, process owners govern

criteria and results, people apply controls and report anomalies, and support functions provide competence and tools.

Outsourcing an activity does not automatically outsource accountability for the management system.

Competence should be demonstrated in the context of the task. Training, experience and instructions are means; the

intended result is the ability to perform correctly and respond to deviations.

• Who decides?

• Who performs?

• Who verifies?

• Who should be consulted or informed?

• Who authorizes exceptions and changes?

6. Evidence: what really demonstrates implementation

Risk register, criteria, treatment plan, residual-risk approvals, objectives, indicators and decision reviews.

A single record is rarely enough. Strong evidence comes from triangulating documented criteria, process observation,

result data and interviews with people doing the work. Sources should be coherent; divergence is itself information

that deserves investigation.

• Sample more than one period or case for repetitive processes.

• Compare planned practice with actual practice.

• Verify effectiveness, not just control presence.

• Maintain traceability between decision, evidence and conclusion.

7. Data, indicators and weak signals

For this chapter, a useful indicator may be “SoA control coverage and status”, read together with “privileged access

and reviews”. A single metric can mislead: understand its definition, source, frequency, threshold, owner and the

decision expected when it deviates.

A positive trend needs interpretation. It may result from genuine improvement, a method change, reduced activity or

incomplete data. Before concluding, check comparability and use leading signals alongside final outcomes.
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• Outcome indicator: what happened?

• Leading indicator: what condition may predict a problem?

• Threshold: when is action required?

• Decision: who acts and by when?

8. Common failure modes and how to avoid them

One recurring failure mode is copying Annex A without risk analysis. Another is measuring activity rather than

outcomes. These behaviours can create an orderly-looking system that cannot prevent recurrence or demonstrate

results.

Correct the approach by returning to three questions: what result is needed, what evidence demonstrates it, and

what decision will be taken if the result is unsatisfactory?

• Do not confuse documentary conformity with operational control.

• Do not use absence of problems as the only proof of effectiveness.

• Do not leave criteria implicit or dependent on one person’s memory.

• Do not close actions without later checking their effect.

9. Applied case

A high risk is accepted because no incident has occurred: absence of events does not replace risk criteria and

decisions.

Analyse the case as the process owner. Separate facts from assumptions, identify relevant requirements and

interested parties, evaluate possible consequences and define the evidence you need before choosing an action and an

effectiveness check.

• What is the real problem and what may only be a symptom?

• Which requirement or criterion is involved?

• Which people or processes must participate?

• What evidence would show that the solution remains effective?

10. Audit lens

During an audit, follow the chain requirement -> decision -> implementation -> evidence -> result. The question is not “does

the document exist?” but “does the system reliably produce the expected result and react when it does not?”.

When evidence conflicts, extend the sample and determine whether the issue is isolated or systemic. Conclusions

should be supported by verifiable evidence and clear criteria.

• Follow a recent example from start to finish.

• Use at least two independent sources for significant risk.

• Verify implementation and effectiveness.

• Distinguish an exception from a local deviation and a systemic issue.

11. Decision laboratory

Imagine that tomorrow a major condition changes: a supplier, technology, requirement, workload or responsibility. Build

a five-step response: impact, criterion, decision, evidence, review. The exercise turns the requirement into operational

capability.
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If your answer relies on “we have always done it this way”, a criterion is missing. If it relies only on a procedure,

outcome verification is missing. If it relies on one data point, robustness is missing.

• Impact: what changes?

• Criterion: what will the decision be based on?

• Action: what will be done?

• Evidence: how will implementation be demonstrated?

• Review: when and how will effectiveness be checked?

12. Summary and preparation for the check

Before taking the check, make sure you can explain the chapter without reading the slides. The questions are

scenario-based and require you to distinguish a substantive response from a merely formal one.

Key point: “Leadership, policy, objectives and risk management” is effective when context, accountability, criteria,

implementation, evidence and results are coherent and reviewed. The system should show not only that an activity

occurred, but that it achieved its intended effect.

• Can you connect the topic to a real process?

• Can you identify at least two independent pieces of evidence?

• Can you distinguish a useful indicator from a misleading one?

• Can you choose a proportionate action in a new scenario?
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MODULE 03

Support, competence, awareness and documented information

• Minimum required time: 40 min

• Available intermediate-check bank: 50 questions

1. Orientation and learning outcomes

Resources, competence, awareness, communication and documented information support reliable ISMS operation.

This chapter is designed to move from understanding the principle to recognizing evidence, making decisions and

evaluating effectiveness. The guiding theme is “risk assessment and treatment”. Memorizing definitions is not enough:

you should be able to connect requirement, process, risk, accountability and result.

• Explain the topic in your own words without reducing it to documentation.

• Identify the process or organizational decision affected by the topic.

• Distinguish implementation evidence from effectiveness evidence.

• Recognize when a favourable result may hide a weak control.

2. Standard framework and system connections

An effective ISMS integrates governance, context, leadership, risk management, resources, operational control,

measurement and improvement. ISO/IEC 27001:2022 requires a consistent risk assessment and treatment process

and a Statement of Applicability that makes the relationship between risks, necessary controls and implementation

status transparent.

“Support, competence, awareness and documented information” does not exist in isolation. In a mature management

system, decisions in this area must align with context, policy, objectives, resources, operational control and review.

Missing connections often create merely formal conformity.

• Read the requirement in the organization’s context.

• Look for interactions with other processes and relevant interested parties.

• Identify the expected result and how it will be measured.

3. From the standard to operational process

Define role-based competence, make people aware of expected behaviours, control document versions and access, and

ensure coherent communications.

A robust method starts from a real situation, defines decision criteria, assigns an owner, establishes proportionate

controls and produces usable information. The sequence should remain reconstructable months later to support

continuity, auditability and learning.

• Define the input that triggers the process and the expected output.

• Set criteria and thresholds before judging results.

• Assign responsibility and authority proportionate to risk.

• Embed controls in normal work rather than in a parallel compliance process.

• Review effectiveness when conditions or evidence change.
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4. Decisions, risks and proportionality

The topic requires a proportionate decision. Not every situation needs the same level of formalization, but every

material decision should be explainable. Consider consequences, likelihood or exposure where relevant, dependencies,

applicable requirements and the reliability of available information.

Avoid both over-control that adds no value and weak control justified only by the absence of adverse events.

Maturity means selecting an appropriate control level and reviewing it against results.

• What event or change should trigger reassessment?

• Which assumption, if wrong, would change the conclusion?

• Which control prevents the issue and which detects its effects?

• How is the residual risk or resulting performance shown to be acceptable?

5. Roles, leadership and competence

Effectiveness depends on clear accountability. Top management sets direction and priorities, process owners govern

criteria and results, people apply controls and report anomalies, and support functions provide competence and tools.

Outsourcing an activity does not automatically outsource accountability for the management system.

Competence should be demonstrated in the context of the task. Training, experience and instructions are means; the

intended result is the ability to perform correctly and respond to deviations.

• Who decides?

• Who performs?

• Who verifies?

• Who should be consulted or informed?

• Who authorizes exceptions and changes?

6. Evidence: what really demonstrates implementation

Competence matrices, training and simulation results, awareness campaigns, versioning, authorizations and critical

communication records.

A single record is rarely enough. Strong evidence comes from triangulating documented criteria, process observation,

result data and interviews with people doing the work. Sources should be coherent; divergence is itself information

that deserves investigation.

• Sample more than one period or case for repetitive processes.

• Compare planned practice with actual practice.

• Verify effectiveness, not just control presence.

• Maintain traceability between decision, evidence and conclusion.

7. Data, indicators and weak signals

For this chapter, a useful indicator may be “events and incidents by cause”, read together with “continuity test

outcomes”. A single metric can mislead: understand its definition, source, frequency, threshold, owner and the decision

expected when it deviates.

A positive trend needs interpretation. It may result from genuine improvement, a method change, reduced activity or

incomplete data. Before concluding, check comparability and use leading signals alongside final outcomes.
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• Outcome indicator: what happened?

• Leading indicator: what condition may predict a problem?

• Threshold: when is action required?

• Decision: who acts and by when?

8. Common failure modes and how to avoid them

One recurring failure mode is keeping a SoA inconsistent with actual controls. Another is closing incidents without

learning. These behaviours can create an orderly-looking system that cannot prevent recurrence or demonstrate

results.

Correct the approach by returning to three questions: what result is needed, what evidence demonstrates it, and

what decision will be taken if the result is unsatisfactory?

• Do not confuse documentary conformity with operational control.

• Do not use absence of problems as the only proof of effectiveness.

• Do not leave criteria implicit or dependent on one person’s memory.

• Do not close actions without later checking their effect.

9. Applied case

Everyone completes annual training, but phishing tests show the same errors: recorded training does not yet

demonstrate effectiveness.

Analyse the case as the process owner. Separate facts from assumptions, identify relevant requirements and

interested parties, evaluate possible consequences and define the evidence you need before choosing an action and an

effectiveness check.

• What is the real problem and what may only be a symptom?

• Which requirement or criterion is involved?

• Which people or processes must participate?

• What evidence would show that the solution remains effective?

10. Audit lens

During an audit, follow the chain requirement -> decision -> implementation -> evidence -> result. The question is not “does

the document exist?” but “does the system reliably produce the expected result and react when it does not?”.

When evidence conflicts, extend the sample and determine whether the issue is isolated or systemic. Conclusions

should be supported by verifiable evidence and clear criteria.

• Follow a recent example from start to finish.

• Use at least two independent sources for significant risk.

• Verify implementation and effectiveness.

• Distinguish an exception from a local deviation and a systemic issue.

11. Decision laboratory

Imagine that tomorrow a major condition changes: a supplier, technology, requirement, workload or responsibility. Build

a five-step response: impact, criterion, decision, evidence, review. The exercise turns the requirement into operational

capability.
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If your answer relies on “we have always done it this way”, a criterion is missing. If it relies only on a procedure,

outcome verification is missing. If it relies on one data point, robustness is missing.

• Impact: what changes?

• Criterion: what will the decision be based on?

• Action: what will be done?

• Evidence: how will implementation be demonstrated?

• Review: when and how will effectiveness be checked?

12. Summary and preparation for the check

Before taking the check, make sure you can explain the chapter without reading the slides. The questions are

scenario-based and require you to distinguish a substantive response from a merely formal one.

Key point: “Support, competence, awareness and documented information” is effective when context, accountability,

criteria, implementation, evidence and results are coherent and reviewed. The system should show not only that an

activity occurred, but that it achieved its intended effect.

• Can you connect the topic to a real process?

• Can you identify at least two independent pieces of evidence?

• Can you distinguish a useful indicator from a misleading one?

• Can you choose a proportionate action in a new scenario?
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MODULE 04

Risk treatment, SoA and Annex A controls

• Minimum required time: 60 min

• Available intermediate-check bank: 50 questions

1. Orientation and learning outcomes

Control selection arises from risk treatment and relevant requirements. Annex A is a reference for completeness,

not a checklist to apply automatically.

This chapter is designed to move from understanding the principle to recognizing evidence, making decisions and

evaluating effectiveness. The guiding theme is “competence and documented information”. Memorizing definitions is

not enough: you should be able to connect requirement, process, risk, accountability and result.

• Explain the topic in your own words without reducing it to documentation.

• Identify the process or organizational decision affected by the topic.

• Distinguish implementation evidence from effectiveness evidence.

• Recognize when a favourable result may hide a weak control.

2. Standard framework and system connections

An effective ISMS integrates governance, context, leadership, risk management, resources, operational control,

measurement and improvement. ISO/IEC 27001:2022 requires a consistent risk assessment and treatment process

and a Statement of Applicability that makes the relationship between risks, necessary controls and implementation

status transparent.

“Risk treatment, SoA and Annex A controls” does not exist in isolation. In a mature management system, decisions in

this area must align with context, policy, objectives, resources, operational control and review. Missing connections

often create merely formal conformity.

• Read the requirement in the organization’s context.

• Look for interactions with other processes and relevant interested parties.

• Identify the expected result and how it will be measured.

3. From the standard to operational process

Link risks, treatment options, necessary controls, Statement of Applicability, implementation status, accountability

and effectiveness reviews.

A robust method starts from a real situation, defines decision criteria, assigns an owner, establishes proportionate

controls and produces usable information. The sequence should remain reconstructable months later to support

continuity, auditability and learning.

• Define the input that triggers the process and the expected output.

• Set criteria and thresholds before judging results.

• Assign responsibility and authority proportionate to risk.

• Embed controls in normal work rather than in a parallel compliance process.
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• Review effectiveness when conditions or evidence change.

4. Decisions, risks and proportionality

The topic requires a proportionate decision. Not every situation needs the same level of formalization, but every

material decision should be explainable. Consider consequences, likelihood or exposure where relevant, dependencies,

applicable requirements and the reliability of available information.

Avoid both over-control that adds no value and weak control justified only by the absence of adverse events.

Maturity means selecting an appropriate control level and reviewing it against results.

• What event or change should trigger reassessment?

• Which assumption, if wrong, would change the conclusion?

• Which control prevents the issue and which detects its effects?

• How is the residual risk or resulting performance shown to be acceptable?

5. Roles, leadership and competence

Effectiveness depends on clear accountability. Top management sets direction and priorities, process owners govern

criteria and results, people apply controls and report anomalies, and support functions provide competence and tools.

Outsourcing an activity does not automatically outsource accountability for the management system.

Competence should be demonstrated in the context of the task. Training, experience and instructions are means; the

intended result is the ability to perform correctly and respond to deviations.

• Who decides?

• Who performs?

• Who verifies?

• Who should be consulted or informed?

• Who authorizes exceptions and changes?

6. Evidence: what really demonstrates implementation

Current SoA, plans, configurations, logs, physical checks, HR and supplier-management evidence consistent with

declared controls.

A single record is rarely enough. Strong evidence comes from triangulating documented criteria, process observation,

result data and interviews with people doing the work. Sources should be coherent; divergence is itself information

that deserves investigation.

• Sample more than one period or case for repetitive processes.

• Compare planned practice with actual practice.

• Verify effectiveness, not just control presence.

• Maintain traceability between decision, evidence and conclusion.

7. Data, indicators and weak signals

For this chapter, a useful indicator may be “critical vulnerability and patching status”, read together with

“nonconformities and corrective actions”. A single metric can mislead: understand its definition, source, frequency,

threshold, owner and the decision expected when it deviates.

A positive trend needs interpretation. It may result from genuine improvement, a method change, reduced activity or
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incomplete data. Before concluding, check comparability and use leading signals alongside final outcomes.

• Outcome indicator: what happened?

• Leading indicator: what condition may predict a problem?

• Threshold: when is action required?

• Decision: who acts and by when?

8. Common failure modes and how to avoid them

One recurring failure mode is assessing risk only once. Another is auditing documents only. These behaviours can

create an orderly-looking system that cannot prevent recurrence or demonstrate results.

Correct the approach by returning to three questions: what result is needed, what evidence demonstrates it, and

what decision will be taken if the result is unsatisfactory?

• Do not confuse documentary conformity with operational control.

• Do not use absence of problems as the only proof of effectiveness.

• Do not leave criteria implicit or dependent on one person’s memory.

• Do not close actions without later checking their effect.

9. Applied case

The SoA marks a control as implemented, but the technical sample shows inconsistent configurations: the gap

between declaration and reality must be addressed.

Analyse the case as the process owner. Separate facts from assumptions, identify relevant requirements and

interested parties, evaluate possible consequences and define the evidence you need before choosing an action and an

effectiveness check.

• What is the real problem and what may only be a symptom?

• Which requirement or criterion is involved?

• Which people or processes must participate?

• What evidence would show that the solution remains effective?

10. Audit lens

During an audit, follow the chain requirement -> decision -> implementation -> evidence -> result. The question is not “does

the document exist?” but “does the system reliably produce the expected result and react when it does not?”.

When evidence conflicts, extend the sample and determine whether the issue is isolated or systemic. Conclusions

should be supported by verifiable evidence and clear criteria.

• Follow a recent example from start to finish.

• Use at least two independent sources for significant risk.

• Verify implementation and effectiveness.

• Distinguish an exception from a local deviation and a systemic issue.

11. Decision laboratory

Imagine that tomorrow a major condition changes: a supplier, technology, requirement, workload or responsibility. Build

a five-step response: impact, criterion, decision, evidence, review. The exercise turns the requirement into operational

capability.
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If your answer relies on “we have always done it this way”, a criterion is missing. If it relies only on a procedure,

outcome verification is missing. If it relies on one data point, robustness is missing.

• Impact: what changes?

• Criterion: what will the decision be based on?

• Action: what will be done?

• Evidence: how will implementation be demonstrated?

• Review: when and how will effectiveness be checked?

12. Summary and preparation for the check

Before taking the check, make sure you can explain the chapter without reading the slides. The questions are

scenario-based and require you to distinguish a substantive response from a merely formal one.

Key point: “Risk treatment, SoA and Annex A controls” is effective when context, accountability, criteria,

implementation, evidence and results are coherent and reviewed. The system should show not only that an activity

occurred, but that it achieved its intended effect.

• Can you connect the topic to a real process?

• Can you identify at least two independent pieces of evidence?

• Can you distinguish a useful indicator from a misleading one?

• Can you choose a proportionate action in a new scenario?
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MODULE 05

Performance evaluation, internal audit and management review

• Minimum required time: 50 min

• Available intermediate-check bank: 50 questions

1. Orientation and learning outcomes

Monitoring, measurement, audit and management review should turn data and results into decisions. Audit evaluates

the system using verifiable evidence and proportionate sampling.

This chapter is designed to move from understanding the principle to recognizing evidence, making decisions and

evaluating effectiveness. The guiding theme is “organizational, physical, people and technological controls”. Memorizing

definitions is not enough: you should be able to connect requirement, process, risk, accountability and result.

• Explain the topic in your own words without reducing it to documentation.

• Identify the process or organizational decision affected by the topic.

• Distinguish implementation evidence from effectiveness evidence.

• Recognize when a favourable result may hide a weak control.

2. Standard framework and system connections

An effective ISMS integrates governance, context, leadership, risk management, resources, operational control,

measurement and improvement. ISO/IEC 27001:2022 requires a consistent risk assessment and treatment process

and a Statement of Applicability that makes the relationship between risks, necessary controls and implementation

status transparent.

“Performance evaluation, internal audit and management review” does not exist in isolation. In a mature management

system, decisions in this area must align with context, policy, objectives, resources, operational control and review.

Missing connections often create merely formal conformity.

• Read the requirement in the organization’s context.

• Look for interactions with other processes and relevant interested parties.

• Identify the expected result and how it will be measured.

3. From the standard to operational process

Define what to measure, how and when; plan audits according to importance and previous results; provide

management review with sufficient information for decisions.

A robust method starts from a real situation, defines decision criteria, assigns an owner, establishes proportionate

controls and produces usable information. The sequence should remain reconstructable months later to support

continuity, auditability and learning.

• Define the input that triggers the process and the expected output.

• Set criteria and thresholds before judging results.

• Assign responsibility and authority proportionate to risk.

• Embed controls in normal work rather than in a parallel compliance process.
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• Review effectiveness when conditions or evidence change.

4. Decisions, risks and proportionality

The topic requires a proportionate decision. Not every situation needs the same level of formalization, but every

material decision should be explainable. Consider consequences, likelihood or exposure where relevant, dependencies,

applicable requirements and the reliability of available information.

Avoid both over-control that adds no value and weak control justified only by the absence of adverse events.

Maturity means selecting an appropriate control level and reviewing it against results.

• What event or change should trigger reassessment?

• Which assumption, if wrong, would change the conclusion?

• Which control prevents the issue and which detects its effects?

• How is the residual risk or resulting performance shown to be acceptable?

5. Roles, leadership and competence

Effectiveness depends on clear accountability. Top management sets direction and priorities, process owners govern

criteria and results, people apply controls and report anomalies, and support functions provide competence and tools.

Outsourcing an activity does not automatically outsource accountability for the management system.

Competence should be demonstrated in the context of the task. Training, experience and instructions are means; the

intended result is the ability to perform correctly and respond to deviations.

• Who decides?

• Who performs?

• Who verifies?

• Who should be consulted or informed?

• Who authorizes exceptions and changes?

6. Evidence: what really demonstrates implementation

KPIs, trends, audit reports, follow-up, management-review inputs/outputs, decisions on resources, changes and

improvement opportunities.

A single record is rarely enough. Strong evidence comes from triangulating documented criteria, process observation,

result data and interviews with people doing the work. Sources should be coherent; divergence is itself information

that deserves investigation.

• Sample more than one period or case for repetitive processes.

• Compare planned practice with actual practice.

• Verify effectiveness, not just control presence.

• Maintain traceability between decision, evidence and conclusion.

7. Data, indicators and weak signals

For this chapter, a useful indicator may be “privileged access and reviews”, read together with “security objective

trends”. A single metric can mislead: understand its definition, source, frequency, threshold, owner and the decision

expected when it deviates.

A positive trend needs interpretation. It may result from genuine improvement, a method change, reduced activity or
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incomplete data. Before concluding, check comparability and use leading signals alongside final outcomes.

• Outcome indicator: what happened?

• Leading indicator: what condition may predict a problem?

• Threshold: when is action required?

• Decision: who acts and by when?

8. Common failure modes and how to avoid them

One recurring failure mode is confusing training with effective awareness. Another is reducing the ISMS to

technology alone. These behaviours can create an orderly-looking system that cannot prevent recurrence or

demonstrate results.

Correct the approach by returning to three questions: what result is needed, what evidence demonstrates it, and

what decision will be taken if the result is unsatisfactory?

• Do not confuse documentary conformity with operational control.

• Do not use absence of problems as the only proof of effectiveness.

• Do not leave criteria implicit or dependent on one person’s memory.

• Do not close actions without later checking their effect.

9. Applied case

A KPI is green but uses incomplete data after a migration: the colour is not sufficient without evaluating data quality

and comparability.

Analyse the case as the process owner. Separate facts from assumptions, identify relevant requirements and

interested parties, evaluate possible consequences and define the evidence you need before choosing an action and an

effectiveness check.

• What is the real problem and what may only be a symptom?

• Which requirement or criterion is involved?

• Which people or processes must participate?

• What evidence would show that the solution remains effective?

10. Audit lens

During an audit, follow the chain requirement -> decision -> implementation -> evidence -> result. The question is not “does

the document exist?” but “does the system reliably produce the expected result and react when it does not?”.

When evidence conflicts, extend the sample and determine whether the issue is isolated or systemic. Conclusions

should be supported by verifiable evidence and clear criteria.

• Follow a recent example from start to finish.

• Use at least two independent sources for significant risk.

• Verify implementation and effectiveness.

• Distinguish an exception from a local deviation and a systemic issue.

11. Decision laboratory

Imagine that tomorrow a major condition changes: a supplier, technology, requirement, workload or responsibility. Build

a five-step response: impact, criterion, decision, evidence, review. The exercise turns the requirement into operational
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capability.

If your answer relies on “we have always done it this way”, a criterion is missing. If it relies only on a procedure,

outcome verification is missing. If it relies on one data point, robustness is missing.

• Impact: what changes?

• Criterion: what will the decision be based on?

• Action: what will be done?

• Evidence: how will implementation be demonstrated?

• Review: when and how will effectiveness be checked?

12. Summary and preparation for the check

Before taking the check, make sure you can explain the chapter without reading the slides. The questions are

scenario-based and require you to distinguish a substantive response from a merely formal one.

Key point: “Performance evaluation, internal audit and management review” is effective when context, accountability,

criteria, implementation, evidence and results are coherent and reviewed. The system should show not only that an

activity occurred, but that it achieved its intended effect.

• Can you connect the topic to a real process?

• Can you identify at least two independent pieces of evidence?

• Can you distinguish a useful indicator from a misleading one?

• Can you choose a proportionate action in a new scenario?
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MODULE 06

Nonconformities, incidents, corrective action and improvement

• Minimum required time: 40 min

• Available intermediate-check bank: 50 questions

1. Orientation and learning outcomes

Improvement requires reacting to deviations, understanding causes and extent, defining appropriate actions and

verifying effectiveness.

This chapter is designed to move from understanding the principle to recognizing evidence, making decisions and

evaluating effectiveness. The guiding theme is “monitoring, audit and review”. Memorizing definitions is not enough: you

should be able to connect requirement, process, risk, accountability and result.

• Explain the topic in your own words without reducing it to documentation.

• Identify the process or organizational decision affected by the topic.

• Distinguish implementation evidence from effectiveness evidence.

• Recognize when a favourable result may hide a weak control.

2. Standard framework and system connections

An effective ISMS integrates governance, context, leadership, risk management, resources, operational control,

measurement and improvement. ISO/IEC 27001:2022 requires a consistent risk assessment and treatment process

and a Statement of Applicability that makes the relationship between risks, necessary controls and implementation

status transparent.

“Nonconformities, incidents, corrective action and improvement” does not exist in isolation. In a mature management

system, decisions in this area must align with context, policy, objectives, resources, operational control and review.

Missing connections often create merely formal conformity.

• Read the requirement in the organization’s context.

• Look for interactions with other processes and relevant interested parties.

• Identify the expected result and how it will be measured.

3. From the standard to operational process

Distinguish correction from corrective action, analyse technical and organizational causes, consider similar problems

and update risks and controls when needed.

A robust method starts from a real situation, defines decision criteria, assigns an owner, establishes proportionate

controls and produces usable information. The sequence should remain reconstructable months later to support

continuity, auditability and learning.

• Define the input that triggers the process and the expected output.

• Set criteria and thresholds before judging results.

• Assign responsibility and authority proportionate to risk.

• Embed controls in normal work rather than in a parallel compliance process.
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• Review effectiveness when conditions or evidence change.

4. Decisions, risks and proportionality

The topic requires a proportionate decision. Not every situation needs the same level of formalization, but every

material decision should be explainable. Consider consequences, likelihood or exposure where relevant, dependencies,

applicable requirements and the reliability of available information.

Avoid both over-control that adds no value and weak control justified only by the absence of adverse events.

Maturity means selecting an appropriate control level and reviewing it against results.

• What event or change should trigger reassessment?

• Which assumption, if wrong, would change the conclusion?

• Which control prevents the issue and which detects its effects?

• How is the residual risk or resulting performance shown to be acceptable?

5. Roles, leadership and competence

Effectiveness depends on clear accountability. Top management sets direction and priorities, process owners govern

criteria and results, people apply controls and report anomalies, and support functions provide competence and tools.

Outsourcing an activity does not automatically outsource accountability for the management system.

Competence should be demonstrated in the context of the task. Training, experience and instructions are means; the

intended result is the ability to perform correctly and respond to deviations.

• Who decides?

• Who performs?

• Who verifies?

• Who should be consulted or informed?

• Who authorizes exceptions and changes?

6. Evidence: what really demonstrates implementation

Incident record, root-cause analysis, actions, owners, deadlines, effectiveness evidence, changes to risk assessment,

SoA or operating procedures.

A single record is rarely enough. Strong evidence comes from triangulating documented criteria, process observation,

result data and interviews with people doing the work. Sources should be coherent; divergence is itself information

that deserves investigation.

• Sample more than one period or case for repetitive processes.

• Compare planned practice with actual practice.

• Verify effectiveness, not just control presence.

• Maintain traceability between decision, evidence and conclusion.

7. Data, indicators and weak signals

For this chapter, a useful indicator may be “continuity test outcomes”, read together with “risks above threshold

and treatment plans”. A single metric can mislead: understand its definition, source, frequency, threshold, owner and

the decision expected when it deviates.

A positive trend needs interpretation. It may result from genuine improvement, a method change, reduced activity or
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incomplete data. Before concluding, check comparability and use leading signals alongside final outcomes.

• Outcome indicator: what happened?

• Leading indicator: what condition may predict a problem?

• Threshold: when is action required?

• Decision: who acts and by when?

8. Common failure modes and how to avoid them

One recurring failure mode is measuring activity rather than outcomes. Another is copying Annex A without risk

analysis. These behaviours can create an orderly-looking system that cannot prevent recurrence or demonstrate

results.

Correct the approach by returning to three questions: what result is needed, what evidence demonstrates it, and

what decision will be taken if the result is unsatisfactory?

• Do not confuse documentary conformity with operational control.

• Do not use absence of problems as the only proof of effectiveness.

• Do not leave criteria implicit or dependent on one person’s memory.

• Do not close actions without later checking their effect.

9. Applied case

The same access error recurs across different systems: fixing individual accounts may not address the

cross-cutting provisioning-process cause.

Analyse the case as the process owner. Separate facts from assumptions, identify relevant requirements and

interested parties, evaluate possible consequences and define the evidence you need before choosing an action and an

effectiveness check.

• What is the real problem and what may only be a symptom?

• Which requirement or criterion is involved?

• Which people or processes must participate?

• What evidence would show that the solution remains effective?

10. Audit lens

During an audit, follow the chain requirement -> decision -> implementation -> evidence -> result. The question is not “does

the document exist?” but “does the system reliably produce the expected result and react when it does not?”.

When evidence conflicts, extend the sample and determine whether the issue is isolated or systemic. Conclusions

should be supported by verifiable evidence and clear criteria.

• Follow a recent example from start to finish.

• Use at least two independent sources for significant risk.

• Verify implementation and effectiveness.

• Distinguish an exception from a local deviation and a systemic issue.

11. Decision laboratory

Imagine that tomorrow a major condition changes: a supplier, technology, requirement, workload or responsibility. Build

a five-step response: impact, criterion, decision, evidence, review. The exercise turns the requirement into operational
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capability.

If your answer relies on “we have always done it this way”, a criterion is missing. If it relies only on a procedure,

outcome verification is missing. If it relies on one data point, robustness is missing.

• Impact: what changes?

• Criterion: what will the decision be based on?

• Action: what will be done?

• Evidence: how will implementation be demonstrated?

• Review: when and how will effectiveness be checked?

12. Summary and preparation for the check

Before taking the check, make sure you can explain the chapter without reading the slides. The questions are

scenario-based and require you to distinguish a substantive response from a merely formal one.

Key point: “Nonconformities, incidents, corrective action and improvement” is effective when context, accountability,

criteria, implementation, evidence and results are coherent and reviewed. The system should show not only that an

activity occurred, but that it achieved its intended effect.

• Can you connect the topic to a real process?

• Can you identify at least two independent pieces of evidence?

• Can you distinguish a useful indicator from a misleading one?

• Can you choose a proportionate action in a new scenario?
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MODULE 07

ISMS operation: risk assessment and treatment in practice

• Minimum required time: 50 min

• Available intermediate-check bank: 24 questions

1. Orientation and learning outcomes

The operational phase makes risk decisions executable. Assessment and treatment should be applied using defined

criteria, repeated as planned or when significant changes occur, and connected to day-to-day organizational

activities.

This chapter is designed to move from understanding the principle to recognizing evidence, making decisions and

evaluating effectiveness. The guiding theme is “incidents and improvement”. Memorizing definitions is not enough: you

should be able to connect requirement, process, risk, accountability and result.

• Explain the topic in your own words without reducing it to documentation.

• Identify the process or organizational decision affected by the topic.

• Distinguish implementation evidence from effectiveness evidence.

• Recognize when a favourable result may hide a weak control.

2. Standard framework and system connections

An effective ISMS integrates governance, context, leadership, risk management, resources, operational control,

measurement and improvement. ISO/IEC 27001:2022 requires a consistent risk assessment and treatment process

and a Statement of Applicability that makes the relationship between risks, necessary controls and implementation

status transparent.

“ISMS operation: risk assessment and treatment in practice” does not exist in isolation. In a mature management

system, decisions in this area must align with context, policy, objectives, resources, operational control and review.

Missing connections often create merely formal conformity.

• Read the requirement in the organization’s context.

• Look for interactions with other processes and relevant interested parties.

• Identify the expected result and how it will be measured.

3. From the standard to operational process

Define reassessment triggers, responsibilities, reliable inputs, approvals and methods to keep the risk register,

treatment plan and operations aligned.

A robust method starts from a real situation, defines decision criteria, assigns an owner, establishes proportionate

controls and produces usable information. The sequence should remain reconstructable months later to support

continuity, auditability and learning.

• Define the input that triggers the process and the expected output.

• Set criteria and thresholds before judging results.

• Assign responsibility and authority proportionate to risk.
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• Embed controls in normal work rather than in a parallel compliance process.

• Review effectiveness when conditions or evidence change.

4. Decisions, risks and proportionality

The topic requires a proportionate decision. Not every situation needs the same level of formalization, but every

material decision should be explainable. Consider consequences, likelihood or exposure where relevant, dependencies,

applicable requirements and the reliability of available information.

Avoid both over-control that adds no value and weak control justified only by the absence of adverse events.

Maturity means selecting an appropriate control level and reviewing it against results.

• What event or change should trigger reassessment?

• Which assumption, if wrong, would change the conclusion?

• Which control prevents the issue and which detects its effects?

• How is the residual risk or resulting performance shown to be acceptable?

5. Roles, leadership and competence

Effectiveness depends on clear accountability. Top management sets direction and priorities, process owners govern

criteria and results, people apply controls and report anomalies, and support functions provide competence and tools.

Outsourcing an activity does not automatically outsource accountability for the management system.

Competence should be demonstrated in the context of the task. Training, experience and instructions are means; the

intended result is the ability to perform correctly and respond to deviations.

• Who decides?

• Who performs?

• Who verifies?

• Who should be consulted or informed?

• Who authorizes exceptions and changes?

6. Evidence: what really demonstrates implementation

Evidence of periodic or event-driven reassessments, treatment changes, residual-risk approvals, operational tickets,

configurations, logs and effectiveness checks.

A single record is rarely enough. Strong evidence comes from triangulating documented criteria, process observation,

result data and interviews with people doing the work. Sources should be coherent; divergence is itself information

that deserves investigation.

• Sample more than one period or case for repetitive processes.

• Compare planned practice with actual practice.

• Verify effectiveness, not just control presence.

• Maintain traceability between decision, evidence and conclusion.

7. Data, indicators and weak signals

For this chapter, a useful indicator may be “nonconformities and corrective actions”, read together with “SoA

control coverage and status”. A single metric can mislead: understand its definition, source, frequency, threshold,

owner and the decision expected when it deviates.
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A positive trend needs interpretation. It may result from genuine improvement, a method change, reduced activity or

incomplete data. Before concluding, check comparability and use leading signals alongside final outcomes.

• Outcome indicator: what happened?

• Leading indicator: what condition may predict a problem?

• Threshold: when is action required?

• Decision: who acts and by when?

8. Common failure modes and how to avoid them

One recurring failure mode is closing incidents without learning. Another is keeping a SoA inconsistent with actual

controls. These behaviours can create an orderly-looking system that cannot prevent recurrence or demonstrate

results.

Correct the approach by returning to three questions: what result is needed, what evidence demonstrates it, and

what decision will be taken if the result is unsatisfactory?

• Do not confuse documentary conformity with operational control.

• Do not use absence of problems as the only proof of effectiveness.

• Do not leave criteria implicit or dependent on one person’s memory.

• Do not close actions without later checking their effect.

9. Applied case

A cloud migration changes dependencies, access and responsibilities but the risk register is not updated: the previous

treatment cannot automatically be assumed to remain adequate.

Analyse the case as the process owner. Separate facts from assumptions, identify relevant requirements and

interested parties, evaluate possible consequences and define the evidence you need before choosing an action and an

effectiveness check.

• What is the real problem and what may only be a symptom?

• Which requirement or criterion is involved?

• Which people or processes must participate?

• What evidence would show that the solution remains effective?

10. Audit lens

During an audit, follow the chain requirement -> decision -> implementation -> evidence -> result. The question is not “does

the document exist?” but “does the system reliably produce the expected result and react when it does not?”.

When evidence conflicts, extend the sample and determine whether the issue is isolated or systemic. Conclusions

should be supported by verifiable evidence and clear criteria.

• Follow a recent example from start to finish.

• Use at least two independent sources for significant risk.

• Verify implementation and effectiveness.

• Distinguish an exception from a local deviation and a systemic issue.

11. Decision laboratory

Imagine that tomorrow a major condition changes: a supplier, technology, requirement, workload or responsibility. Build
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a five-step response: impact, criterion, decision, evidence, review. The exercise turns the requirement into operational

capability.

If your answer relies on “we have always done it this way”, a criterion is missing. If it relies only on a procedure,

outcome verification is missing. If it relies on one data point, robustness is missing.

• Impact: what changes?

• Criterion: what will the decision be based on?

• Action: what will be done?

• Evidence: how will implementation be demonstrated?

• Review: when and how will effectiveness be checked?

12. Summary and preparation for the check

Before taking the check, make sure you can explain the chapter without reading the slides. The questions are

scenario-based and require you to distinguish a substantive response from a merely formal one.

Key point: “ISMS operation: risk assessment and treatment in practice” is effective when context, accountability,

criteria, implementation, evidence and results are coherent and reviewed. The system should show not only that an

activity occurred, but that it achieved its intended effect.

• Can you connect the topic to a real process?

• Can you identify at least two independent pieces of evidence?

• Can you distinguish a useful indicator from a misleading one?

• Can you choose a proportionate action in a new scenario?
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MODULE 08

Statement of Applicability and governance of Annex A controls

• Minimum required time: 60 min

• Available intermediate-check bank: 24 questions

1. Orientation and learning outcomes

The Statement of Applicability should make the relationship among risks, requirements, necessary controls,

inclusions/exclusions and implementation status transparent. Annex A is a completeness reference, not a checklist to

copy automatically.

This chapter is designed to move from understanding the principle to recognizing evidence, making decisions and

evaluating effectiveness. The guiding theme is “evidence and traceability”. Memorizing definitions is not enough: you

should be able to connect requirement, process, risk, accountability and result.

• Explain the topic in your own words without reducing it to documentation.

• Identify the process or organizational decision affected by the topic.

• Distinguish implementation evidence from effectiveness evidence.

• Recognize when a favourable result may hide a weak control.

2. Standard framework and system connections

An effective ISMS integrates governance, context, leadership, risk management, resources, operational control,

measurement and improvement. ISO/IEC 27001:2022 requires a consistent risk assessment and treatment process

and a Statement of Applicability that makes the relationship between risks, necessary controls and implementation

status transparent.

“Statement of Applicability and governance of Annex A controls” does not exist in isolation. In a mature management

system, decisions in this area must align with context, policy, objectives, resources, operational control and review.

Missing connections often create merely formal conformity.

• Read the requirement in the organization’s context.

• Look for interactions with other processes and relevant interested parties.

• Identify the expected result and how it will be measured.

3. From the standard to operational process

Map every necessary control to its rationale, assign an owner, status, evidence and effectiveness criteria, and

periodically verify that the SoA reflects the real system.

A robust method starts from a real situation, defines decision criteria, assigns an owner, establishes proportionate

controls and produces usable information. The sequence should remain reconstructable months later to support

continuity, auditability and learning.

• Define the input that triggers the process and the expected output.

• Set criteria and thresholds before judging results.

• Assign responsibility and authority proportionate to risk.
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• Embed controls in normal work rather than in a parallel compliance process.

• Review effectiveness when conditions or evidence change.

4. Decisions, risks and proportionality

The topic requires a proportionate decision. Not every situation needs the same level of formalization, but every

material decision should be explainable. Consider consequences, likelihood or exposure where relevant, dependencies,

applicable requirements and the reliability of available information.

Avoid both over-control that adds no value and weak control justified only by the absence of adverse events.

Maturity means selecting an appropriate control level and reviewing it against results.

• What event or change should trigger reassessment?

• Which assumption, if wrong, would change the conclusion?

• Which control prevents the issue and which detects its effects?

• How is the residual risk or resulting performance shown to be acceptable?

5. Roles, leadership and competence

Effectiveness depends on clear accountability. Top management sets direction and priorities, process owners govern

criteria and results, people apply controls and report anomalies, and support functions provide competence and tools.

Outsourcing an activity does not automatically outsource accountability for the management system.

Competence should be demonstrated in the context of the task. Training, experience and instructions are means; the

intended result is the ability to perform correctly and respond to deviations.

• Who decides?

• Who performs?

• Who verifies?

• Who should be consulted or informed?

• Who authorizes exceptions and changes?

6. Evidence: what really demonstrates implementation

Version-controlled SoA, risk treatment plan, policies and procedures, technical and organizational evidence, tests,

reviews and traceable handling of deviations.

A single record is rarely enough. Strong evidence comes from triangulating documented criteria, process observation,

result data and interviews with people doing the work. Sources should be coherent; divergence is itself information

that deserves investigation.

• Sample more than one period or case for repetitive processes.

• Compare planned practice with actual practice.

• Verify effectiveness, not just control presence.

• Maintain traceability between decision, evidence and conclusion.

7. Data, indicators and weak signals

For this chapter, a useful indicator may be “security objective trends”, read together with “events and incidents by

cause”. A single metric can mislead: understand its definition, source, frequency, threshold, owner and the decision

expected when it deviates.
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A positive trend needs interpretation. It may result from genuine improvement, a method change, reduced activity or

incomplete data. Before concluding, check comparability and use leading signals alongside final outcomes.

• Outcome indicator: what happened?

• Leading indicator: what condition may predict a problem?

• Threshold: when is action required?

• Decision: who acts and by when?

8. Common failure modes and how to avoid them

One recurring failure mode is auditing documents only. Another is assessing risk only once. These behaviours can

create an orderly-looking system that cannot prevent recurrence or demonstrate results.

Correct the approach by returning to three questions: what result is needed, what evidence demonstrates it, and

what decision will be taken if the result is unsatisfactory?

• Do not confuse documentary conformity with operational control.

• Do not use absence of problems as the only proof of effectiveness.

• Do not leave criteria implicit or dependent on one person’s memory.

• Do not close actions without later checking their effect.

9. Applied case

The SoA marks a control as implemented while technical sampling shows inconsistent configurations: the statement

must be reconciled with actual status and risk.

Analyse the case as the process owner. Separate facts from assumptions, identify relevant requirements and

interested parties, evaluate possible consequences and define the evidence you need before choosing an action and an

effectiveness check.

• What is the real problem and what may only be a symptom?

• Which requirement or criterion is involved?

• Which people or processes must participate?

• What evidence would show that the solution remains effective?

10. Audit lens

During an audit, follow the chain requirement -> decision -> implementation -> evidence -> result. The question is not “does

the document exist?” but “does the system reliably produce the expected result and react when it does not?”.

When evidence conflicts, extend the sample and determine whether the issue is isolated or systemic. Conclusions

should be supported by verifiable evidence and clear criteria.

• Follow a recent example from start to finish.

• Use at least two independent sources for significant risk.

• Verify implementation and effectiveness.

• Distinguish an exception from a local deviation and a systemic issue.

11. Decision laboratory

Imagine that tomorrow a major condition changes: a supplier, technology, requirement, workload or responsibility. Build

a five-step response: impact, criterion, decision, evidence, review. The exercise turns the requirement into operational
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capability.

If your answer relies on “we have always done it this way”, a criterion is missing. If it relies only on a procedure,

outcome verification is missing. If it relies on one data point, robustness is missing.

• Impact: what changes?

• Criterion: what will the decision be based on?

• Action: what will be done?

• Evidence: how will implementation be demonstrated?

• Review: when and how will effectiveness be checked?

12. Summary and preparation for the check

Before taking the check, make sure you can explain the chapter without reading the slides. The questions are

scenario-based and require you to distinguish a substantive response from a merely formal one.

Key point: “Statement of Applicability and governance of Annex A controls” is effective when context, accountability,

criteria, implementation, evidence and results are coherent and reviewed. The system should show not only that an

activity occurred, but that it achieved its intended effect.

• Can you connect the topic to a real process?

• Can you identify at least two independent pieces of evidence?

• Can you distinguish a useful indicator from a misleading one?

• Can you choose a proportionate action in a new scenario?
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MODULE 09

Integration, audit readiness and continual ISMS improvement

• Minimum required time: 65 min

• Available intermediate-check bank: 24 questions

1. Orientation and learning outcomes

A mature ISMS integrates monitoring, audits, incidents, management review and change into a continuous decision

cycle. Audit readiness is not a last-minute activity but the result of evidence maintained during normal operations.

This chapter is designed to move from understanding the principle to recognizing evidence, making decisions and

evaluating effectiveness. The guiding theme is “context, scope and dependencies”. Memorizing definitions is not

enough: you should be able to connect requirement, process, risk, accountability and result.

• Explain the topic in your own words without reducing it to documentation.

• Identify the process or organizational decision affected by the topic.

• Distinguish implementation evidence from effectiveness evidence.

• Recognize when a favourable result may hide a weak control.

2. Standard framework and system connections

An effective ISMS integrates governance, context, leadership, risk management, resources, operational control,

measurement and improvement. ISO/IEC 27001:2022 requires a consistent risk assessment and treatment process

and a Statement of Applicability that makes the relationship between risks, necessary controls and implementation

status transparent.

“Integration, audit readiness and continual ISMS improvement” does not exist in isolation. In a mature management

system, decisions in this area must align with context, policy, objectives, resources, operational control and review.

Missing connections often create merely formal conformity.

• Read the requirement in the organization’s context.

• Look for interactions with other processes and relevant interested parties.

• Identify the expected result and how it will be measured.

3. From the standard to operational process

Build traceability among objectives, KPIs, audits, nonconformities, incidents, corrective actions, management-review

decisions, and updates to risks and controls.

A robust method starts from a real situation, defines decision criteria, assigns an owner, establishes proportionate

controls and produces usable information. The sequence should remain reconstructable months later to support

continuity, auditability and learning.

• Define the input that triggers the process and the expected output.

• Set criteria and thresholds before judging results.

• Assign responsibility and authority proportionate to risk.

• Embed controls in normal work rather than in a parallel compliance process.
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• Review effectiveness when conditions or evidence change.

4. Decisions, risks and proportionality

The topic requires a proportionate decision. Not every situation needs the same level of formalization, but every

material decision should be explainable. Consider consequences, likelihood or exposure where relevant, dependencies,

applicable requirements and the reliability of available information.

Avoid both over-control that adds no value and weak control justified only by the absence of adverse events.

Maturity means selecting an appropriate control level and reviewing it against results.

• What event or change should trigger reassessment?

• Which assumption, if wrong, would change the conclusion?

• Which control prevents the issue and which detects its effects?

• How is the residual risk or resulting performance shown to be acceptable?

5. Roles, leadership and competence

Effectiveness depends on clear accountability. Top management sets direction and priorities, process owners govern

criteria and results, people apply controls and report anomalies, and support functions provide competence and tools.

Outsourcing an activity does not automatically outsource accountability for the management system.

Competence should be demonstrated in the context of the task. Training, experience and instructions are means; the

intended result is the ability to perform correctly and respond to deviations.

• Who decides?

• Who performs?

• Who verifies?

• Who should be consulted or informed?

• Who authorizes exceptions and changes?

6. Evidence: what really demonstrates implementation

Audit programme, reports and follow-up, KPI trends, management-review minutes, incident reviews, effectiveness

checks and records of system changes.

A single record is rarely enough. Strong evidence comes from triangulating documented criteria, process observation,

result data and interviews with people doing the work. Sources should be coherent; divergence is itself information

that deserves investigation.

• Sample more than one period or case for repetitive processes.

• Compare planned practice with actual practice.

• Verify effectiveness, not just control presence.

• Maintain traceability between decision, evidence and conclusion.

7. Data, indicators and weak signals

For this chapter, a useful indicator may be “risks above threshold and treatment plans”, read together with “critical

vulnerability and patching status”. A single metric can mislead: understand its definition, source, frequency, threshold,

owner and the decision expected when it deviates.

A positive trend needs interpretation. It may result from genuine improvement, a method change, reduced activity or
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incomplete data. Before concluding, check comparability and use leading signals alongside final outcomes.

• Outcome indicator: what happened?

• Leading indicator: what condition may predict a problem?

• Threshold: when is action required?

• Decision: who acts and by when?

8. Common failure modes and how to avoid them

One recurring failure mode is reducing the ISMS to technology alone. Another is confusing training with effective

awareness. These behaviours can create an orderly-looking system that cannot prevent recurrence or demonstrate

results.

Correct the approach by returning to three questions: what result is needed, what evidence demonstrates it, and

what decision will be taken if the result is unsatisfactory?

• Do not confuse documentary conformity with operational control.

• Do not use absence of problems as the only proof of effectiveness.

• Do not leave criteria implicit or dependent on one person’s memory.

• Do not close actions without later checking their effect.

9. Applied case

The same deviation recurs across different processes: closing local actions is not sufficient if the cross-cutting

cause is not recognized and treated.

Analyse the case as the process owner. Separate facts from assumptions, identify relevant requirements and

interested parties, evaluate possible consequences and define the evidence you need before choosing an action and an

effectiveness check.

• What is the real problem and what may only be a symptom?

• Which requirement or criterion is involved?

• Which people or processes must participate?

• What evidence would show that the solution remains effective?

10. Audit lens

During an audit, follow the chain requirement -> decision -> implementation -> evidence -> result. The question is not “does

the document exist?” but “does the system reliably produce the expected result and react when it does not?”.

When evidence conflicts, extend the sample and determine whether the issue is isolated or systemic. Conclusions

should be supported by verifiable evidence and clear criteria.

• Follow a recent example from start to finish.

• Use at least two independent sources for significant risk.

• Verify implementation and effectiveness.

• Distinguish an exception from a local deviation and a systemic issue.

11. Decision laboratory

Imagine that tomorrow a major condition changes: a supplier, technology, requirement, workload or responsibility. Build

a five-step response: impact, criterion, decision, evidence, review. The exercise turns the requirement into operational
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capability.

If your answer relies on “we have always done it this way”, a criterion is missing. If it relies only on a procedure,

outcome verification is missing. If it relies on one data point, robustness is missing.

• Impact: what changes?

• Criterion: what will the decision be based on?

• Action: what will be done?

• Evidence: how will implementation be demonstrated?

• Review: when and how will effectiveness be checked?

12. Summary and preparation for the check

Before taking the check, make sure you can explain the chapter without reading the slides. The questions are

scenario-based and require you to distinguish a substantive response from a merely formal one.

Key point: “Integration, audit readiness and continual ISMS improvement” is effective when context, accountability,

criteria, implementation, evidence and results are coherent and reviewed. The system should show not only that an

activity occurred, but that it achieved its intended effect.

• Can you connect the topic to a real process?

• Can you identify at least two independent pieces of evidence?

• Can you distinguish a useful indicator from a misleading one?

• Can you choose a proportionate action in a new scenario?

Certification Bodies Management systems
Certificato IWZ FZCO - IFZA Business Park - Dubai Silicon Oasis - United Arab Emirates

info@certificatoiwz.org  |  +971 50 247 5030  |  VAT/Tax ID 104216397000003

Page 41
ISO27001_LA



CIWZ Academy Course technical dossier
ISO/IEC 27001:2022 Auditor/Lead Auditor

ISO27001_LA

7. Assessment system, final exam and passing criteria

• Intermediate checks are linked to individual modules and provide progressive learning control before access

to the final assessment.

• The final assessment consists of 30 questions selected from the active course bank. The platform applies

an anti-repetition logic for new attempts when the bank size allows it.

• Final question-bank size detected at generation time: 440 active questions.

• Published passing threshold for the course: 70%.

• Questions are intended to assess not only recall but also interpretation, application, evidence selection,

scenario assessment and quality of decision-making, depending on the subject matter.

8. Tracking, learning continuity and session integrity

• Path status, completed modules and recorded time are managed server-side when the course uses the

Academy learning mode.

• The platform allows the pathway to resume from the recorded point and retains the results of required

checks.

• Assessment sessions may be subject to the integrity and proctoring controls enabled by the platform and

described in the applicable usage rules.

• Technical and integrity events support assessment and do not replace professional judgement where human

review is required.

9. Certificate, use and limitations

The CIWZ certificate, where provided by the pathway and requested after passing, records the result achieved

in the stated CIWZ pathway or assessment. It does not automatically replace personnel certification,

professional registration, statutory licence, legal qualification or credentials issued by third-party bodies where

such requirements are imposed by the applicable scheme.

10. Commercial and tax conditions

• Course + certificate: 780,00 € VAT excluded.

• UAE VAT is applied to UAE customers according to billing data and the applicable tax rules.

• Any specific commercial terms, agreements or corporate orders override the public price only when formally

accepted by Certificato IWZ FZCO.

11. Dossier document control

• Document automatically generated by CIWZ Academy from the course data published at the time of the

request.
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• Course code: ISO27001_LA

• Document language: EN

• Generation date: 13/10/2026

• For normative and professional application, the current official sources and any applicable

procedures/schemes prevail.
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