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Executive summary
The "Insider Threat Analyst Support – Training Course" is designed to offer specialized assistance to

analysts handling internal threats within organizations. The course takes a focused approach covering

identification, analysis, and management of insider threats across diverse operational contexts such as

consulting firms, hospitals, SaaS companies, manufacturing groups, and retailers. Best practices are

explored, including access controls, UEBA-based monitoring, auditing, and privileged account management,

aligned with international standards like ISO/IEC 27001, ISO/IEC 27002, and NIST SP 800-53. The curriculum

incorporates complex case studies to build capabilities in support of detection, investigation, offboarding,

and privacy management phases, targeting professionals in IT security and compliance. Participants gain

skills to apply objective evidence and proportionate measures to reduce internal risks, enhancing

corporate security governance.

Certification process
• Registration or login to the Academy platform.

• Completion of the final course examination only. Any training or preparation may be completed

externally or through other channels.

• The test questions refer to the objectives, skills and topics described in this technical sheet.

• Assessment of the result, possible validation and certificate issuance according to the rules applicable

to the course.

Important note
On Academy, candidates take only the final course examination. Any training or preparation activity may

be delivered externally or through other channels. The test questions refer to the topics described in

this technical sheet and in the course syllabus summary.

Syllabus summary
ISO/IEC 27001 and ISO/IEC 27002 (access controls, logging, HR security) + UEBA and monitoring principles

+ NIST SP 800-53 (auditing and account management controls) + detection, investigations, privileged

access management and privacy safeguards best practices

Training Objectives
• Understand the support role for insider threat analysts

• Apply controls and best practices for identifying and managing internal threats

• Manage objective evidence in complex operational scenarios
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Skills Acquired
• Knowledge of ISO/IEC 27001, 27002, and NIST SP 800-53 standards

• Ability to support investigations and UEBA monitoring

• Privileged account management and offboarding handling

Target Audience
• IT and security professionals

• Compliance officers

• Internal risk analysts

Prerequisites
• Basic cybersecurity knowledge

• Familiarity with access management and auditing

Program
• Introduction to insider threats and risk models

• Security standards and related regulations

• Monitoring and UEBA in real environments

• Investigation playbooks and operational support

• Privilege and offboarding management

• Privacy and compliance

Teaching Methodology
• Theoretical lessons

• Case studies and scenarios

• Situational assessment questions

Assessment Methods
• Multiple-choice test with 70% passing score

Duration
• 60 minutes

Certification
• Completion certificate upon positive outcome and possible fee

Expected Outcomes
• Ability to effectively support insider threat analysts
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• Practical awareness of best practices and regulations

• Improved internal threat management
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