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Executive summary
The "Training & Awareness Manager – Course (Cybersecurity Educator/Trainer)" focuses on developing

and managing cybersecurity training and awareness programs crucial to reducing human-related

information security risks. Targeted at professionals responsible for building skills and awareness within

organizations, it covers regulations and best practices related to competencies, metrics, and change

management in cybersecurity. The training includes analysis of real-world cases, blended learning tools,

and innovative methods such as gamification and nudging to enhance training effectiveness without

causing fatigue. Strategies to create inclusive and accessible environments following recognized

standards are also explored, alongside cultural approaches like Just Culture to support continuous

security improvement. Through targeted assessments, participants gain the capabilities to design,

implement, and evaluate training programs tailored to diverse business contexts, from manufacturing

SMEs to SaaS and financial sectors, helping to mitigate cyber risk through structured and aware human

management.

Certification process
• Registration or login to the Academy platform.

• Completion of the final course examination only. Any training or preparation may be completed

externally or through other channels.

• The test questions refer to the objectives, skills and topics described in this technical sheet.

• Assessment of the result, possible validation and certificate issuance according to the rules applicable

to the course.

Important note
On Academy, candidates take only the final course examination. Any training or preparation activity may

be delivered externally or through other channels. The test questions refer to the topics described in

this technical sheet and in the course syllabus summary.

Syllabus summary
ISO/IEC 27001 and ISO/IEC 27002 (competence, awareness & training) + ISO/IEC 27004 (metrics) + NIST

Cybersecurity Framework (Awareness and Training) + security awareness and change management

best practices

Learning Objectives
• Provide in-depth knowledge on cybersecurity training and awareness methodologies

• Apply best practices and international standards for awareness management
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• Evaluate and enhance cybersecurity awareness programs using metrics and feedback

Skills Acquired
• Design of blended learning training programs

• Implementation of gamification and nudging strategies

• Management of cultural approaches such as Just Culture for security

• Analysis of specific needs across various sectors

Target Audience
• Corporate training professionals

• Cybersecurity and compliance managers

• IT consultants and auditors

Prerequisites
• Basic knowledge of information security

• Prior experience in training or human resource management recommended

Program
• ISO/IEC and NIST frameworks and regulations

• Training methodologies and instructional techniques

• Tools for measuring effectiveness and metrics

• Case studies and simulations

Teaching Methodology
Lectures, practical exercises, real case studies, multimedia support, and interactive sessions.

Assessment Method
Multiple-choice test with a passing score of 70%.

Duration
60 minutes

Certification
Completion certificate available for an additional fee.

Expected Outcomes
Ability to design and manage training programs that enhance organizational security and reduce human

risk in cybersecurity.
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